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(OB @9 conpomse 4503 BT e

SECURITY SCORE ANALYSIS @

64 KSR

> O  Data at Risk ©® > B Vulnerable Assets ® > 4 Responsiveness ® >

74

@ Typical

Q Overall

% Detection and Response

B3 = 64

@ FROM THE NEWS

Remote code execution vulnerability discovered in
Quarkus Java Framework (CVE-2022-4116)
Released December 04,2022 access.redhat.com

& Security Score breakdown
& Malware
& Vulnerabilities

— IR

@  Autnentication

E

The flaw lies in the User Interface of t
framework. The flaw allows attacks

he d:
0 car

elopment release of the
out remote code:

s to many services

@ 100% Computes are safe VERIFY
58 Assets with multiple vulnerabilities
& 1AM misconfigurations

19 Publicly accessible buckets Cross Site Scripting vulnerability discovered in Grafana

(CVE-2022-31097,
% Workload misconfigurations ( )

P d December 01,2022 grafana.com
14 Internet facing asset with password in shell history €) Grafana A vulnerability discovered in Grafar ions 8.x and 9.x branch prior
- 109.0.3,8.5.9,8.4.10, and 8.3.10 are vulnerable to stored
S  Network misconfigurations
11 Kfe wnith nuklichs accaccibla APle s @ 100% Comnuites are safe  VERIFY. M
0 Neglected assets @
@ 575 PENDING FOR ACTION @ ~or 5o
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1 Category * 9 Malware
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Asset Container Image Name
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14 Categories * 407 Vulnerabilities 316 Data protection  # 243 Aul

Asset K8s Namespace

Asset VPCs
DRILANT &G
Asset Tags
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Labels
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¢ 2717 IAM misconfiguratig

Malware 9
0O VMS
Last seer Discovered Asset
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Overview Details Evidence Remediations Status & Comments
— Lost scan
SUMMARY
We have detected a file infected with Trojan BitCoinMiner.SX on the asset. Crown Jewel
The file was detected by the anti-virus engif with high confidence. © [Mark as crown jewel
IAdditionally, the file was found to be malicigus by our intelligence feed wi h confidence
Tags
More information regarding malware alert NameJENKIN:
Name Malware Observations
public_facing®  brute-force_attempts
Category Malware -
so First seen 11-08-2022 08:0¢
1ce Remediations &Con Forensics (BETA)
12-13-2022 08:0¢ — Identity
o orca-463217 -
Remove the infected file immediately, and audit your asset and network for any anomalies or other infected files. Alerts on asset Internet facing Attack paths
4 JIRDEMO-330 @®2 A3 09 @ Ves <D18 High
& 250 Impact
TAGS Remediation
Asset ID Asset type Cloud account
mabware_found  confidence:high  mn Remediation console: L
i AwsEc2Instanc 5 gcme-
1. Remove the infected file immediately 01a93caf3b9be productio
ASSET 2. Audit your asset and network for any anomalies or other infected files.
3.In case you are not familiar with the file and further security information is needed, you may search the file hash in VirusTotal. Asset roles Distro Cloud account ID
o JENKINS-01-PRD 4.In case the file is not known to the website, you may upload it via VirusTotal files upload, and the file will get scanned by various security vendors e Ubuntu 16.04 5464807365
Important: Files that are uploaded to VirusTotal must not include proprietary information as these are publicly shared by the website.
Status
17 Similar alerts  View in olert ® Running
GO TO ASSET OO
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Q
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B

. Malware Insecure Private Key @
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MITRE execution and 2 more
o
i Top Alerts v
of
&
ATTACK STORY
The machine JENKINS-01-PRD is potentially compromised due to malware that has been found on it. I E !ﬂg
i ()]
JENKINS-01-PRD has an Insecure Private Key that allows lateral movement to Web-Nginx a
Web-Nginx exposes Sensitive AWS keys on system @
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