HITACHI

Inspire the Next

pE A = U e NV a2 )

CiRES

HRSHEITI-33> X - IUIAk /

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 1



gauon AN W N =

&

. BAN—tF1)57131R
. BAN—-tFa1)51
. TFIVFTAAMBEBIEN —Z2 T DTHERIT
. TFIUTsHEERIE L —Z2 T DTH
. BRI T 1T  AMBERRTOY I LADTHEIT

R

HITACHI

Inspire the Next

N =22 DTHBIT

I
)|

© Hitachi Solutions Create, Ltd. 2025. All rights reserved.

2



HITACHI

Inspire the Next

1. BAN-EF1VUFRK

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 3



1-1 YAN-tF1UF1 3R HITACHI

Inspire the Next

YAN-RZEHS5FBIC(E

R RIS A (UL THA N~ IR DB - T LR  BHFOISIREF1UF (u Tl
x9NI INDEA, INIIPDRRBED BB R 2B CCENRE L B TETVET.,

HA k1Tt T - $B5EE - AosrconsraEcy.
PO OE: S F gAY 1 2R

B3RO — ADEDD
ARANEST, HIRFCE DR

MERYI MO T7A T
A= RERGICLD
Z BRSNS

-
o

FRE AR - Organization

W=IUWED., IL—IL 7z k5 a9(C
STOERDFEACL DI R

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 4



1-2 HAN\N—tF1UF1L13 HITACH]

BAN-F 1T LE VAN -ZERICHE I BNEBBREINS5FBE

HA )\ -2 J4>h)VZER
RIEBA. BRFAL )
% /4= N % \ "%E 5 S8 i \ == 7C
= BT L) IBERTZL)
. (F—HRIERBHL) (AR5 HL)
IBERRS 1 IF AL
SO e SUERE ™ gy B
SAF LI SAF G IRt
SZAF LAY 32T LAY MBS
YR —yElspE= YR —yElspE=
Y,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 5



1-3 Society 5.0 DO/ N—tF1UFr3d5ked HITACHI

Inspire the Next

Y1 N\-tF+1V7+

Q) H{ )~ 2205 T4, Z2R
AEEA. [BHRFEZ N )
% 7= ~ % N "ﬁ mA ==
= — BB BRI AL
B PERReT (5—SRIEH5HL) (RARIERSHL)
- il IR L HEETZEIEHE
NBHIZZ ; _ _
(X-) BHEF1UT( @Wm% JS—ALLIE
SAFIATY SR MRS XT3 ENESD
(NZa7IUcqeore
em 2 o ” ST SATLAD, IR XFAEY)
RENBERH (LF) PG P
g,

SAN-IREIEEAL - T582EL. BELRINI-ALDOMIET(E
BhEENEEA.

COI. wRIFBIRDYA N\ —tF2 )T 53AMCHINZ . BLEDZEA LB B (X s
CERAM(BEENRIRAM) L. BREEL TOMILNRHENE T

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 6



1-4 Y4 N—tF1UF1EEIE A4 HITACH!L

RBEFATE EERNOREBNASEEIEE, RHFBECEDISIIIRILBOAN,
HHIBER - A\MBERICEVWTEB R INESERZFEDILFEIE(EE2M)Z22022F6 (L ARULFUR,

comT, HEELTOEF VT FFIDIBRELFIVTA AMDERNEETHS
EVDZTENEMTVET,

M4 N—EF1UF BB - AMREROFSIZCH I BRFFOMNA> b
OB THNIAEG A/~ F1UF R VERHL. TOURIEAERT BRI BRI BAE

2.1
. — ct (B2D) JEBBREELTLK,
— |
?Jékg%ﬁé&ﬁfgbt @ITSS+ (LF1UF(5alE. RR—SBB) REEBE(CLENS. BENAZVEDEIZE-ILA
H—hShash. #EEEICRET 2,
IBR2 . @ BRI THA) (-t 1T IR TN EBICE. CISOZEDREBEMET B tF1UT 1T
B4 NN -1V t&-z'J-F#ﬁEﬁﬁEtD#ﬁ?.ﬂ IEHEEE ] (RR—TE0R) ﬁﬁgﬁg"\%u ) i
FAURYER @ F 1) AFIEHEEEIC (IR E4DDFABIN DD, BHOKRICEDETIRGT IS,
FHIDmE
- D YA —tF 1T ARSI O BRI BIBEE(CHIOTIE, ITSS+ (TF1UF48l%) 28=(F3C
=2 - ET. BFREE PR EOREINHHEICE S,
! =] . - — -
s Aol | @ BT3B ALDERIBUTH 51057 (BT B0 — e BT ST
tITHAN, FIRIFTRRVEIREEIHIBE . REOBRENLY -CXORENEE THB.
3.1 D AEPEFEABBEALTVTE, TN —tF1UF1URIDIERE IR E g T 2R EE 4D
TFIVF(RERDERELTS UTBRENBD. HZAMICSEBNTECIANE - RFI RSN B,
AMOTRE @ AN\ —tF1UT4/(CBATBEFIERE T ZAMERBIREEICHD . BRI T RN RDENS.
B8R 3 @ BELPF. BIBLPFIZCHBVTENTNOEIERB I AN, DXEDOTSIIEREEDS
Y4 N\—t%71U 3.2 BATERIUT(E B ERFTICHSER 1T EOEMO 1T At DM
FeEDRD [T5A-TF1UT1 | OEEHEE BRIZ1-T —SAUNMBREENEBRI B[ TR - 17 ¢ |OBHENRHER .
OEFRER @ [ TR+ 1U71 1EIBS AMICESOEEIE EEOB B AR I DO IEITS.

3.3 ok _ L e b _
- O BDEHITROSN M0 A2 BEX . BBEITDJ 3 L0HER - BIOERZIRET T3,
gffg%;g%g&ﬁﬁmﬁoﬁ @ BHICHBRAMORESTEEGEC, FYUTPTHA 2SO BREEEIRN T3,

HE  BFEREMIRF IR A\ —tF1)FTRFIBE - AAHEROFSIE 552.0kR ]

https://www.meti.go.jp/policy/netsecurity/mng_guide.html © Hitachi Solutions Create, Ltd. 2025. All rights reserved. 7



1-5 HAN-KEDZHE HITACH!

AzIN(Lee-?

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 8



1-5 YAIN-WEDEE

HITACHI

Inspire the Next

S AT ABRETOHIS
g BRI NI zoft
g | TEERERO |- 91NA0I-LE |- ITHERERO

IS OIBEHE S

IRy R RA—k

BCPF &)

YAN-ZE

- BRXERDIAT A

BHIEFZZOHLAD
B ¥RERS

« YAN-IERER

DAN D TREREE

* YAMNEIOI-ILE/

IRy R RA— K

- BIERERLERD

JREIFTEA

« 137> MER
- OJf#fr
* Y4 M. Y1 MslD

FEIE

© RAVRER
P B OBCPRE)

- YAN-E
FEEROYAII
ERAS

© Hitachi Solutions Create, Ltd. 2025. All rights reserved.

9



1-6 BAN-LIVUIVARB(BABIRTIHRS) HITACHI

= o
> ==
BEREFIVT YAN-LIUIYAxIRHBD
IR DS
(TEBITIFBAS) :

&35
Bl R
\4
NISC 2019 EZEA>I3DEHRTFT1IVT I RICIHRDBARITEIETEICLDE.
(AN -RBECER I IITIEENEREEPHSRRGEIICEARRE
REFSBVELD, ITIEEDFEZRIEERIEDIRS T EEBIC,
ITIEEFREROIEL @IE’&IZ&_KCEE/( >IT%hES . 1EHDFT
-

ITRZQREETELENEST | ITREBOREREN:ES
- IEREFIVT IR EBARETEZSY AL IVI AR

/

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 10



1-7 FHREEIIRXTIER

HITACHI

Inspire the Next

ITE (L, BAFHR CIRAZ YL IN-LIUIIAWHKDE{EH

SKOSNTHD, WEEZIFTZERDOL VIV AN E

=LY

FIPINECL(F, HIEOYAIN-LSUIAD
BRIz EHNICFHEU, SREZIRE IS L

P WA =T \@

RO,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 11



1-8 BAMN-iEE HITACHI

Inspire the Next

[HAN—EZ L, PN -T2 FEE A DB EIFEI T,

YA\ —HEOEN G, HEOMIENERAISLTT,
EESNDIERSFIAZIERL. FIBR - 1TENDOXT [V EIRL .
ke U TREL TV IR MR @“éc_é:(@“

RE s

4k SLDIER bR o #xD1RD
EEEHE IR ORESD ’ Q HANEE) BE EREH

[ J ®
\m i'i @Jk SEOIEHE SAT LSS #RDIRD
A smssoRs G0 AR B S

HE  ShlE
S —r

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 12




1-9 AR NIEE HITACHL
B4 N—-IZE(3[ A 12385

> T, ZRNBIIREL O ER - HEOHE - BEZIHS
YA )N -IREH 1N

> AN -IRB(CLDFEHRMAVDOKRFENANER

RESROTHEAT 1 E17TD100%DBEEIZBELL
ABISTERELT, ]
[FRRUEST (BT ) & HERIC K D3T5R (EIFR) I E,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 13



1-10 EF¥1UF1 A HITACHI

Inspire the Next

YAN-BZBCH I HEF1VT1 NMICHEREE

> SATOIERREDR G WEBHDOITEV 2 HHHIS FEAR T ]

> 12370 MEICS A 357828 Gk cE3 18 EH N

> BISUIEPCAFI 2 ENCBI T

> HANOSFETEIRACEELLBNSITE ZRIIZ1=T—>3Y 7]

> BHOESRADHELRNSRIREY(CA > > 7> bt iSOFI BN cE 2 MR

CDEIBREENZHONSFHOTVNDIAMBEPRNTY,
Fle ROV AN-RZBICHIT T BRHICE, MmN RHHENBETT .

¥

EATOFEORENMBEARATR

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 14



1-11 F¢o HITACHI

Inspire the Next

> 2EAL-I5M I3\ —IRE(H L9 BfzsbIC(E.
40T - w0k - ANIgRTostErEE

OFAMIRXTR © HmDEA
QFHFERIAXTR : YAN—-HE
OUN: SO - = fat} ]



HITACHI

Inspire the Next

2. YAN-tFIUFIN—Z0D DTHEN

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 16



2-1 YAN—tF1UF1 -2 HITACHI

A4 SELT 391N -
BB T &3 AREHS
FELTWS

A PASL & e Ut
AMBERIEIEN

1237 M REVERD
XISEEZ
e LU TE S - mELzLV

FHEMICCSIRT - PSIRT (x)[33% 3 hY.
KiliEDERIHEA TV

(3%)CSIRT: Computer Security Incident Response Team®B& T, E(CHEBEAOTF1UT(%<F3
PSIRT: Product Security Incident Response Team®E T, E(CBHHR G - Y-EX0t+1)71%<F3

CDL O ERE @
[ B )\— t=F:LU7_'4 MNo—=Z20 INEERLET

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 17




2-1 Y4N—-tF1UFs L —-=20

< E4B>
SERIEHFE

<R >
T=T4IT7IN\> I*‘U‘/{j‘
VANV

eSSt/ \> RU> S

<¥5B>
AN -IES R (ERE)
Hagg14xd 51 (BhE)
RIIVITT7 IR (ERE)
CSIRTEM
PSIRTERE
HAN=-LIUIZEE
I3 REF 1T EbE
FSIRTEME
AltF1)71EbE

<APf>
1BHRTF 1T XK (ERE)
R BIIREE X — )L 3SR (ER1TEIT)
ZRY B INEE X — )L 3P R (—ARE L)

BESFE
BEB
a
NARIAYNE
[ ]
[ ] [ )
ava

REE - inEE

FE A Eur

A=Bh%

HITACHI

Inspire the Next

R

tF1UF R
No—=>%

< EiR>
SHIBHTE

<Hh{g> <HhiR>
nLus RES
1237 > M isEllgER SRIRM
1237 NG FIE
NZ17IVAREE

<NER>
HAN-tF1)70ES
(F5R)

<APM>
ZERE X —)L5)II%R

t+IVF ARBRI O35 A

ERMEE R EF1IITA AMBRIDT S A

BAN—FIUTA N —Z2JZRFEIDILT. 1237 MG EEN Z
{ElA EBREDFE D 558 E AT HE !

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 18



HITACHI

Inspire the Next

3. E¥2UF1 AMREN —Z2J DTHEN

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 19



3-1 tFIVF1AMBIEN —=2) HITACH]

HAN—IREBOZEEPOTI I TR E DR OUAER, STk TOBRSE
PEREEZECT. UM\ —-E(CEERNINCTIETEAIAM DB K

h ey &E

517 il

mREEDERE
ZHENS R ERca< ERRlERENET D BRLE ) EREE

FISIFEIDERENIE + M1 S17 ik

> R
OBEFASE ST PMERHFEDETLRIMIUCED, FBEBENES
SRR HAB IS 23ER

@tF21)71(CB I B - M REE L ORDTA M\ M\YhH—H*
as b & 18 =5

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 20



3-2 LN

A3

FEENSHFALEITIRILC BRI BR{TEOK !

1B¥R> AT LABBFIPEF 1T (BB mIF (C,
YAN—EFI1VF1DEPIEZ[HIENPIBER N —Z>)

&R 2T AP F 1T B (S,
MESSHEAA > ST > MR UTEBR OB SRNERIT O SR ERE,
— DN\ RUYD)COVWT, REBEBEIZALEN -2

7 ERD/I\ AT /R T —17—
Level / ,-wmcamezasL—v—

LevelB ERON\AIVRIL——

Levels SRNMS ki
Level 2 BEAMD K

Level | sEmxosnzEmas
ITSSL XJ)L#

¥ITSS (IT skill standard: ITRAFIVAZH) &3 SHTEEY —EXORBICVLB LI SREN EBARL - A RIELAIBET T,
https://www.ipa.go.jp/jinzai/itss/

© Hitachi Solutions Create, Ltd. 2025. All rights reserved.

HITACHI

Inspire the Next

21



3-3 J—-A—E HITACHI

Inspire the Next

VT ABBEN —Z2)

AP
Bt 1UF R YA N =B (BHE)
(BHE) B S5 1 (BL )
VYT T (ER)
ENBRKREA— )
YR (ERTTET) CSIRTER
PSIRTEE
ENBKEEA— ) RN
SR (—AgRET) FAN-LIVUIY AR NV RUYY
559 M 1UF B
FSIRTEE

ATtF+1V7 1B

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 22



3-4 J-ARE(AM) HITACHI

REEFIUT R (EEE)

v ESRZA-NFERBES TR BRI SECUAER, BRIZIEFEL. Phille T8
v BREZRDIDERRD, BENFELEUSESOHEXTICZET

[Z3EH1]
AR EEDREDH : 20,000M/13—R/ A(#iAl)
AERBE + 51Tk (BEREISE) 1 25,000/130-2/ A (Fi5!)

ROBIEA—)VR(ERTET)
v OEEOHAN-BERO N> REBN FATS 5H N\ - OF IR
v RV DT TP VBRI URLUS DOV TRAES SIEQRMARR. BZE0F R
v (TEICBBERITREA-ERSIIHRAY NOBESL, SRATICEIBRMGTIPILORE. URLUZIEIUyILTL
EOTIEAOIWERBT

(38

FIERE 600,000 % (FHihl)

XEFEAZEE(MIS300,000M (Fehl)

XAD-RFZBAICEADST, LEEORETY  MI-REEBDIERULBIET 5% 21— ATY.

SEYBIEREE A — L3R (— RS )
v OEEOYAN-BERO Y MR, FATT 50\ - OF ORI
v REA-NOTMIIPAIVBIEIPURLUS Uy T TRAET SIS ORHURRR, HEOF R
v REA-INZRDFENA> MOFEER. RIT7IILORAE, URLU>I%ZJUSIUTLUFSIIZEOXEL T
HE A — AUEDDEIET SRS EEN

[Z5EH]

FERE600,000F3 % (Hhl)

X EAREE(MAS300,000M (k)

XAD-RAFZBAICEADST, LEEORETY, MI-REERBDIERULBIET 5% T2I1-RTY,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 23



3-4 J-ARE(AM) HITACH!

IR A — L3R (BRI A0T)
MBI X — L3 3R (— AR )

« [Pl IR THE 10 3 DTHERL
[ L& 1DOEB D FHBESFIRBE DONAINA XH'E]EE
o« ENEEFE : $92073 (DRINAARE(CLDZEE)

: 294X
pag iz EEES nag<s
ﬂBﬁJ R
52 &
RS— DS pitdy
XyE—IRE FEB OB

~
// ~
-~ ~
- ~

~
-~
~
~
- N
~
~
~

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 24



3-5 J—AAE(#R) HITACHI

Inspire the Next

Y4 N-IEXTR(EEE)

v REENIVIIVRRRUL/ VIV REIFRIEL. Ry NI — IO E IBIRZEI T D8R F B EZRECUAER
v YAN-FIFI-2ORBTHEZFE

REss X R (BEE)

v IRSSIEDH DA T VN F T HEIEARIBIRNTR VL TLFEIHIBEZFRAURER
v IRBEDOFIR. MesSIEOXIRITEZFE

NI L7 MR (EEE)

v RIVIITHBGHLAR T AT BE ARNBNILIT Y DEBNZRECUAER
v REBEOFIEZZFV. BRNSOFHIEVWSER T ZFE

CSIRTERE

v' CSIRTO#EEI3ERE, CSIRTICEAI 2B B ZE 1S
v BRVZBRETRHUABR S 2L T, CSIRTERDER 12 124%

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 25



3-5 J1-ZAE(HR) HITACH]

PSIRTERE

v' PSIRTOEEIDAERE, PSIRTICEA S 2 &R A= B
v - Y-ERHIIBREBRERTERMAER I S2E T, PSIRTERDER 42 A%

YAN-LIVIDAERE

v BAN-LIUTY AERIRT BRHICRENMBRBAE TR L AL [EHEA L EGAICOVT,
SRR EBDE TEE

739 MeFIVT1 BEE

v B5IRPHSIRY—EZOEEE, tF 1T OBV TEE
v BRLIFIRY—C AR SRETBIHO, SESEBIMN - AN B EE T

FSIRTEE

v IS 2T LA EEDECERL. FSIRTOER(CDOWTES
v FSIRTHIMME LU THIGIBEDHD., 1>37 > MNEERT - FHAER - REROEEN2Z1E

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 20



3-5 J1-ZAE(HR) HITACH]

AltF1VU- 1 BliE

v AIOERED, AItF1UFT1OBRICOVWTES
v ALICEDZHE -BE LU T, AIFRE. ALIRMEE. AIFIBEOIISGHISOTF 1T MR EEE

CE )
AR BBEDXEDH : 20,000M/13—R/ A(%iR)
SEERENE + >4 J ik (BERELE) 1 25,000//10-2/ A(FiAl)

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 27



3-6 J1—-ZARE(HR) HITACH]

F—F4I7I M\ KUY

v BAN-IENRITARBIRIN(7—T1I77 M) EFIEETOEDRNZ BT
v BAN=IREPOIL I 17 OFFHIEEAT - BIRIAEATZBRER T REDUARSR
v AT TT —T1T7) NERZRHEL . ReEEEIOSERE/\> RS Z 186

| in PO INIVISIV)

vV AZSTIN\I R ORNEES
v RE7VCZAOIRIMGAEZFHMARRL . BRIRA, M5z ZF 5
v SATHRRTOI DERIEL. DY RO E M7 IR

BRSSIEIN> KUY

v RS IEEER/ IR EFE S
v RBRCEF VTR TRMARRL NS, BN -+ 1T ZIOTFEZFE S
v AT TRERCHRSS 12 DL URTFHEZ Ri%

CE )
BREEDRFEDH : 40,000/13—X/ A (%5R)
BRI + >4 J ik (REIER) 1 50,000//10-2/ A(FiA)

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 28



3-7 CSIRTEIFML—=20\vY

HITACHI

Inspire the Next

FIR1D—R, PR3- ZFEHILCSIRTEINF ML —=>T )Xy

CSIRTHrEELT

11227 O MIED S THA VIV (Zefim - ARFNEDHT - FHUIASDEARKE - 1EIR -

FEWIS)(CHNZ. BIZ&/EFR Hitachi Incident Response Team(HIRT)Dt+1U7+
P7FHUZRMHIIVI1-23> XD+ 171 B PIREEHDEBRTH A>T > MU AR 2% T—XI(C
SR I3BNERE. [NZ17)I DR CEEESRVTTRUZAS T, CSIRTHITE DB R (CEik

big-o

No—=>0)\wIDRE

LA J—-R% IRl &
NEN CSIRTEfE 150,000/ A (#t5!)
Rtk 7=TATPIN\ KUY

S AVAA V)

MEssIE/\> RIS

SERENE (R I3, REREARILHA) + 31Tk (25 x 2E]) T,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved.

29



3-8 PSIRTHEIF M —Z>T)\WD HITACHI

Inspire the Next

#ER2I—X FR1D-A%FESHIPSIRTEIG ML —=>F )\yS

PSIRTH &L LU TR - U—EXAZEDELBRICOVWTOIBESZESD ., FIBEDLZ L - TE%EH
JHEISIEDP Y AN —IBADI [GEFENRET , Ffe. PSIRT AMOBRRAEZITO> TV B I REFR
DOF1VFT47FUZANMO, HMEss 22 ExIToCVWBAHMIVII—323> X0tF 1T EHRFZREE 1T
DEEIHR G - H—EXDB RIS X o2 T — NG R I AENAIRE . IRIG T L DR
WNAET. PSIRTHTE DS HRICERULET

No—=>0 ) \wIDRE

LA J1—-R% I\l

AN eSS IEXT SR (EHE) 75,0003/ A (#5H1)
PSIRTEHE

ohik MeSSIE/\> KUY

SARENE (BRI A 3FR. REFEARI1HA) + (TPt (2R x 1[E]) T,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 30



3-9 IEMEVIRE X — LR/ (v (BRITA) HITACHI

Inspire the Next

RN BN EE X — )R (ER1TET ) AR BIA - EIRE SO ETE) (W)

[HBE ICEDITE— NUEDHBRUDOVWTIREFZRDI LT, SMUDIENRINE A — )L Z AU
[EIER 12 EHEL . AIFRAGROIREE - DHFrEITOIE T, fhfeke U Tl B AR BIIRZEA — LA D
XL ARI(E, IRITOIRIROYRIL A DIELHE - 5. ITEANDBEESEDHERZI T,

No—Z2)WIDNE

LAV -2 I\WIRE
AR R BIIREE X — )L 5 SR (R T VT ) 1ElRl =g
REYEIA—)LEIHR

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 31



3-10 YAN-LIVISAEEEINYY HITACHI

Inspire the Next

22 FEHIEBAN=-LIVIIAEHE) YD
PAN-IREDRNPBRUCDOVWTOIREFRZED. EAZBIIREVIFIULVVDMER TOTF 1T 1R
[HAIN=LIUIDANDWTERKETY, Ffe. COFEBZBEU T, BEOYAN-LDUIDA%ZEIRT
DI B ORISR DEXRNRBAFIN Z2B1ETERH. RIFTERTEIAMDBER.
TEOYAN-LIVIDA%&HETEET,

No—Z2)WIDNE

LA 1—R%& J\WoRlE
FIIE N AN\ -INEXG R (ER) 40,0003/ A (FiA1)
BAN-LDUIDAERE

SERENE (R I-XHI3ER. REREARILHA) + 3Tk (2R x 1E]) T,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 32



3-11 FH)E

IINEE A — )L 3R ) Sy (—AsET) HITACH

Inspire the Next

RN B EE A — )V TR (— i ) ARRBIX -l SO E ) (W)

[HEICEDHE -BE — AOEDHBRUICOVWTRAFZIREDHIZ_ LT SHUDZERELIRE X)L 2 F

Wzl EIIBR 172 SRAEL « BIRFESR DAREE - Dz

L=

172

ET., #Rfake U TR RARABIBZE A — LA

DX RFRIE EXEDIDIROURIL NIV DIEIE - ¥l 115 - WMEANOBEESEDHER 1T

iijo

No—Z2)WIDNE

LRI 01— J\WORlE
AP§ R BN EE X — )L 3 SR (—R%mIlT) &Rl Ri&

REY R —)L IR

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 33



3-12 —gtEmEF N —=>5 Ky HITACHI

API1T-X, Fik2I -2z FEHe— iSRG N —=>0 )Xy

BERTF1V71 AN —F VT OBRUODOVWTOEREZED., #L 8 -BE— AUVEhDtz+1Y
TARMOM_ LN EIEET Y, BT+ 1T OERNBRENSNILI T 7T N -INE DN RS
. HTE T2 BB TE, tF1UT 1 DHEPERNBVIAMES -BE T, BEEHB TR

R3EFIVF(UTFI—-ZBIETEEY.

No—=>8)\wIDRE

LARJL J-2% J\wIRlE
N BT 1T 3T R (R 40,000/ A (%i5l)
R HAN-ILE S(J‘%(EE**)

NIVD1I 739K (ERE)

AR BNE (RO AKI MR, REERARI1NR) T,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 34



HITACHI

Inspire the Next

4. TF¥1VF1HE@RIEMN —Z2) DTHEN

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 35



4-1 J1-A—& HITACHI

Inspire the Next

ttaVFsiEER(E L —Z2)

AR

BEIE A— LB FA T

AT UG
a7 IUIREE

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 36



4-2 J-ARE(AF) HITACHI

AR 1REIEA— LR

BRI BIREX— )L 2 R UTSEIIFRA =)V 2 [ REB (OX(E
ERBNMEN RN X — ) AORGHE L PRER OV E T GOV TERIEEZI D
ZET RNBEMEA ) ZERF ORI ER S BN BEAI TR EE

ZgEX—ILD
URLZRFH  pismsicarFroveE

e o VNIPT LI A
HEMMEZERNE

XEHEPERD
JAVTYRTE
AlHE

BACED
rotLA07%
BSL. RS

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 37



4-3 BE HITACHI

Inspire the Next

BEEEDA—ILTRL
ZIEROEDIRLD,
WET. JIEX—ILO AR —LOE =5

. Az s —\* ‘k‘r\gl"
SAFAICES B 7Y, SH( ' ABBAD e
= \ IR~ L DE(ER HRBBEFIVTIIR P T Oer
FEENRDAIYA A BaadelieN2 FERELE L TN

: J BRICHZIRA XS BT ey

ENEIRETY .

3 HHTOHESETE,
et cOSERENM

EIEE BN TEE ENBHESKICI.

HTOENFETS 9. Fe. lRA-)L " = ES e 0L FOIE S
FREEFTIC, AN BERRIIRTIE, [EEeHpeeepe
A

S AT AIFETGSX
ATIHRB(CEFELT

HRTEE (3R Z 32

—hr IL—h ESEILEIDFAEIFOIE] FT ll  ZUXETRIHENE
—_— = —n 7 " [
=\l 2l ALTFRODNIY : 4% HA— L BEDATE
wjiwﬁo’ o I%?’f-? % —IPNREOVTE HalgE(AT>3Y) )ﬁi%ﬁ*i‘c(,\ia‘ja
939 h—bI270Y EErtare i

L

AR B LEIFRY —ER(E, 00—/ UL+ 1UT 4 TF RN - MER S (RERI TIEGSXEBELF T ) DT —EXTT,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 38



4-4 1-ANE(TR) HITACHI

Inspire the Next

YA N-tF1UF1 "G (¥DFR)

1237 O NRERO—BOD\> R %, T —T TEBRICFZENU THRERI DL
(E&D, #AEELTDA > ST > biibae D ZE{b

BRAEIG, JI—ARE

10:00 ® R EWE L b/ W) AVIFIMCBETEFRE

ERER -BAET)

RRREOROR IR an-ansy QTR T -
10:55 @ ROBHOEDES, "
FUT-Y 2
1
v
Y .
= A5 O
(@G - HEHd0R. ERES ﬁ TilEe
- HUAD, R N e HUAD
(2)EIRHB (L= ) y  Tr¥7sh s
(3) BRI (B R HI5) kg LARYZ
(A)BE-BF U
; ERLE BRSNS

16:30 3 EREFTAR B4R IR (B A Ol
17:00 4 F7o—p
17:30

BERG

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 39



4-5 [HER HITACHI

Inspire the Next

BIEAETTRERRE AN EREEMEME(NICT) M- AU EEE
B(CYROPYEERLIRE

R@EEUI (Y TI)

o
=
==1n
HEEXRE ITSXE

ﬁ%‘%ﬁ EE‘%‘% EE%‘% Egﬁiﬁ

HAN—F2UTrBSER
CYROP: CYdeRange as an Open Platform

HE - AN\ —tF2UFEBEARCYROPOA—T AL M1 7L ZBEIA (https: //www.nict.go.jp/press/2022/02/03-1.html)

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 40



4-5 H¥E Irapine the Nt

» NICT
s = 2 AR A AN BB ST TS
1B¥BEDEF e F I DRMAFHEILL T,
BB ERMOMFTRFAEZEENSICHE TREN IR R THEE

> NICTTl, REOYAN-TF1)T7 (AT CRSNITRAMIAIR T
AN\ -IRB(Cf%ZHARER DHRG EZMBEN D

i DY)~ 1UTER (PHR) TS, RRIGETHHTNICTORES
BRsE AL CRBE R

EROYA N\ - BHIEBIRULIIIRS HUATOEBCLD.
HRELTDA > >7 Y MG EEN Z5E{EPT B

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 41



4-6 1—APIE(HiR) HITACHI

Inspire the Next

1237 2 NRIGEIFR/ A > S7 > MR ISR =17 JVAREE

1227 > MHIGIIFR T, BIDS TSNS EI T DEBZEMVIEE 1257
B RCEH () DBk R DE 2 ARG - il

{235 MR Z17IMREETlE, BESED/YS T MIBR 17N ONE 2B
EIEL., Hl EEEAEL TY=1 7 LEBDICHIBTEBN . Y17 WEBDITHIEL
CRIRE(RREE) 3oV B R AREE - S

eS| 1237 > MRGEIER 1237 MBI =17 VRS
=fe | NI EEB(QSFUATHBEIRE)
JTOtEAEHih
>35> NI Z2 7 WA EERLV A ST —
IRESRE
s IRESDOE/N
. HjEEF“ ‘

(%H’ffa’iz%ﬂiﬂnﬂﬂﬁ/_a\fi})
AT NBDEE

ZOAh, CEENHNEHERUFITEEN,

O
O

O

SR ST -
RS

O
O|O0[O

(AL O:Rft  —ikiRfHt

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 42



4-6 J—ARE () HITACHI

12372 NV AR ADEPPIREE 2 HeR

m il EE
- RS SELOHLERBICLD., 12252 BLRRD RICHIT S EBPI R DS ZAREE
- RIRCEFAT 2EBIEHRES - 7555 (A~ )b TEL. IREFNBE) TOEBNBIRE(ATZ3Y)

gy ERIEEE

(CISO#H) qc
zﬁgﬁ

" ZOABERFT
CSIRTEz(IXIoRANER o EBZEERFY

[ [ ° E%EBF‘?
ﬂ'ﬂ -
SATLNA— MRS BEIF FIRAE
TFIUFTIRAH -

'Iﬁ*&/ZTAuB

= R
m%ﬁ

(E)RBICSEN R VWEPPIEHESHEREIT MWL ET
© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 43



4-7 BFHE HITACHI

Inspire the Next

A EICRBAF VT RYS —cE:amicHis
=437 O NN ATHEIT IR IE AR (IR T IOEBFIDMERK . HENERERECLDERDIZ8.
U T(XEE TSRO 1T RS — (T EUEB LR EZ#IREUE T,

IRDTA N\ N\YH— b8t Ve - EHxEEAS X

=1>37 Y NVARDRCEWT, [IREZFNSZRFNEHENTERVIEVSZZ NS,
SHTRAEELFIIT AN BRI ZIESEL ., RIERMDERZIRMHLET,

HEAMDREIIEREFIVT A EREIE
CEH(EEZERDA M\whH—)

CEH(Certified Ethical Hacker)(d. EC-CouncilZ3EDERMRIEIHRTF1UT1 B RIA M\ ) \Wwh—E1g)

CISSP(Certified Information Systems Security Professional)
L1971 TOTTYSaH IV REEIHIE (CISSP)(E. ERMICRESNTVBEIRTHI. tF1UT(HPIREL TORFIOREERUET

GMON(GIAC Continuous Monitoring Certification)
GMONREEIREEE (& BHIEAERt+1UT1 P—F70F v, RuhD—7 tH1UT(ER, HHGERIRZITEIEA. SLTMFINL L 10T B8
[CRAT BAHOEEERUES

CompTIA Network Security Professional(CNSP)

CompTIA Network Vulnerability Assessment Professional(CNVP)
CompTIANMREE S 2Ry ND—ItF1U7 1. BLURESEHET A NCEET 2ERERE

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 44



HITACHI

Inspire the Next

5. SRMERTTFIUT1 AHER
TOY5hOTHBN

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 45



5-1 TO0YS5LARE HITAGHI

R6NADBERKIOY S LERD. HAEAI ’E%%EJJ (FI3EFfE x 71— X)) fHER +
X AR (6K x4[A]) + AN\ —tF 17 EE (75E) 2 ZEULE T,

FUTIF—3y
(F51)

BHREF1IVT R
(BT

VI 73R (BiE)

HRS5 1R 3R (B i) e *E#E(18)

YA N—BK B R (BER)
CSIRTE &

BLN—-LIVIVAER

Y smE(19)

BRIRIAVNER ﬁg:;ﬁﬁ
Yo N—tEF21UF4 B8 *ﬂ‘ﬁﬁﬁg

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 46



5-2 BE HITACHI

Inspire the Next

o TFIUFAURIOEEOTF YT I ROEE - L FZBEN TETDAM

DERY. HEESZZEL T2 27> NS Om _Eh el ge

. R TIBCESELRZ. BEOROREEIRCORNZYA/ -

LIVIDADZEZRGETES

HIZJ I —TJTRELU TV RIFED, IG5 TORER - ARERIA Z IR
FBHIETINZAT IO NCEEFSIRVWSINDPIAH)N BT TE,
ERMEREOY AN -+ 1T RZBI A E K

-

o

MR EHEECH T I AN —EF VT RINITTFEAAD MIC

SRIFFEEABFIRDS A

SHEL S OBRFICORI0ET )

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 47



HITACHI

Inspire the Next

(&% ] 3255

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 48



CoakE ] HITACHI

> RERBOREDTFIVTAULARIDIEDSNHDHSL

A#5a(t
MeE#ht+iUs iR

ikt | 4
Y4 N—tF+1U5+

AR ARG
MREE A —JLEIRR]

(BEe)] HE () ]

o= (o) X 28 = 290

9., tF1UFHRERE N —Z I TR BIA =LA | TREEB O TF1UTLANILOTERR
A-RERNMBVGS | tFIVTAEHOE LI ES>TFIUTA AL - 22T APIDEEE
A= )VRERMEVNGS @ LT 27> MG OFIE >+ 1)F 88 b N — Z> J ¥R 0= 58

> BED1>S7 Y MIREENICA RN HS

AHsaqE AHsaqE ERRIE
o 1S & x Fa= ke

OFT . 1237 MIEEITIFHZMRIC, TF1VT AMTRIE ML —Z> T ¥R/ PHRICTREA DNz 58(E
QtF 1T MR N —Z2 I O/ N\ -+ 1UTES (FIHR) 1T FBUIAFEN R OVTUVDH,
BEORCBUIBFIETA>ST > M ISEITA DV R

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 49



BEVShE HITACHI

Inspire the Next

et AV VY1 —>3>X - JUTA I\/

WebTOHREVLEGHE

https://www.hitachi-solutions-create.co.jp/contact/solution.htmi

XEZHEDY YU 1—>3 EHRULEETN

A=) TOHEWNSDHE

hsc-contact@mlc.hitachi-solutions.com

BEVEDEIBEIRICOVWTIIRH - THRRVEVAB BEIZREDSD. HHOBERH(HIZVY1-33a> XN -T2t BLU
KA S B ERUFFRCIR(HERFBEED) T2 EN'HDET .
EOIRVCETERL. BESEOFF IO BERICER I 3ILEHDFER A,

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 50



RRICEHYT3E=EBEIA HITACHI

it Em. BIRREDSIRICEY SR~
BB A LIRS —CR(E, J0—/ULEF1UTAIF R - MER R H DY —E 2T,

Y —EX - BROMLERICHT HRR

SRHCECEHRL TV Y—ER - RmOEak - ML, 2025F2RBEDED T,
P—EX - HmOIRBECLDFERCGECHIN TVSEARNEEICRDENHDFT

© Hitachi Solutions Create, Ltd. 2025. All rights reserved. 51



	スライド 1: サイバーセキュリティトレーニング ご提案書
	スライド 2: １．サイバーセキュリティ対策 ２．サイバーセキュリティトレーニングのご紹介 ３．セキュリティ人材強化トレーニングのご紹介 ４．セキュリティ組織強化トレーニングのご紹介 ５．金融機関向けセキュリティ人材育成プログラムのご紹介
	スライド 3: １．サイバーセキュリティ対策
	スライド 4: 1-1　サイバーセキュリティ対策
	スライド 5: 1-2　サイバーセキュリティとは
	スライド 6: 1-3　Society 5.0時代のサイバーセキュリティ対策とは
	スライド 7: 1-4　サイバーセキュリティ体制と人材
	スライド 8: 1-5　サイバー攻撃の脅威
	スライド 9: 1-5　サイバー攻撃の脅威
	スライド 10: 1-6　サイバーレジリエンス対策(侵入前提で備える)
	スライド 11: 1-7　組織的な対策
	スライド 12: 1-8　サイバー演習
	スライド 13: 1-9　人的な対策
	スライド 14: 1-10　セキュリティ人材
	スライド 15: 1-11　まとめ
	スライド 16: ２．サイバーセキュリティトレーニングのご紹介
	スライド 17: 2-1　サイバーセキュリティトレーニング
	スライド 18: 2-1　サイバーセキュリティトレーニング
	スライド 19: 3．セキュリティ人材強化トレーニングのご紹介
	スライド 20: 3-1　セキュリティ人材強化トレーニング
	スライド 21: 3-2　レベル体系
	スライド 22: 3-3　コース一覧
	スライド 23: 3-4　コース内容(入門)
	スライド 24: 3-4　コース内容(入門)
	スライド 25: 3-5　コース内容(初級)
	スライド 26: 3-5　コース内容(初級)
	スライド 27: 3-5　コース内容(初級)
	スライド 28: 3-6　コース内容(中級)
	スライド 29: 3-7　CSIRT向けトレーニングパック
	スライド 30: 3-8　PSIRT向けトレーニングパック
	スライド 31: 3-9　標的型攻撃メール対策パック(銀行向け)
	スライド 32: 3-10　サイバーレジリエンス基礎パック
	スライド 33: 3-11　標的型攻撃メール対策パック(一般向け)
	スライド 34: 3-12　一般社員向けトレーニングパック
	スライド 35: 4．セキュリティ組織強化トレーニングのご紹介
	スライド 36: 4-1　コース一覧
	スライド 37: 4-2　コース内容(入門)
	スライド 38: 4-3　特長
	スライド 39: 4-4　コース内容(初級)
	スライド 40: 4-5　特長
	スライド 41: 4-5　特長
	スライド 42: 4-6　コース内容(中級)
	スライド 43: 4-6　コース内容(中級)
	スライド 44: 4-7　特長
	スライド 45: ５．金融機関向けセキュリティ人材育成 　　　プログラムのご紹介
	スライド 46: 5-1　プログラム内容
	スライド 47: 5-2　特長
	スライド 48: 【参考】受講例
	スライド 49
	スライド 50: お問い合わせ
	スライド 51: 表示に関する注意事項 

